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The Reality
of Risk: It’s

Already
Here

Munich airport resumes flights after
suspected drones force second closure
in 24 hours
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The Reality
of Risk: It’s

Already
Here

Lithuania's Vilnius airport reopens after
disruption from smugglers' balloons

By Reuters ] . ] .
October 5, 2025 11:38 AM GMT+2 - Updated 3 hours ago ‘ m | ‘ Aa ’ ‘ < |

.........

uania May 19, 2018. REUTERS/Ints Kalnins/File Photo Purchase Licensing Rights [F

A view of Gediminas street in Vilnius, Lith



Brussels Airport disruptions enter
third day; Some flights to Italy
cancelled

Delays and cancellations continue after Saturday's cyberattack. Brussels the most

port. Also today, about 30 flights will be grounded, two of which are

affect
bound for Italy

Th e R e a I ity by EnficoPascardlla — 22 September2025 in'General News
of Risk: It’s

Already
Here
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The Case for
Collaboration

e Authority and use of force
e Intelligence
e Access to classified information

e Legitimacy and trust from
citizens

e Accountability and scrutiny




The Case for
Collaboration

Private:

e Operational expertise

e Enhanced security & specialised
knowledge

e Innovative technologies

e Culture of efficiency and
measuring performance




Drones aka UAS

Opportunities

Challenges

Lengthy authorisation procedures
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Drones aka UAS

Opportunities

Challenges

* Lengthy authorisation procedures

e Uncertainty about authorisation for drone
operations in specific category => need for new

Standard Scenarios in CIP

Lack of regulatory frameworks to authorise
private operators to take down drones (except
Sweden and Estonia, new developments in
France) => need for EU to push Member States

- CoESS is engaged to change this situation

(EU Action Plan on Drones and Drone Security)



Artificial Intelligence
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Challenges

* Importance of ethical and responsible
deployment of Al —> CoESS Charter

Biometric Al-enhanced video
verification surveillance
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Al-enhanced video
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Biometric
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Artificial Intelligence

Opportunities

Biometric
verification

Al-enhanced video
surveillance

Challenges

Importance of ethical and responsible
deployment of Al —> CoESS Charter

Al literacy among security staff —> EU-funded

INTEL project looking into training reforms

Legal uncertainty around specific security use-
cases => high risk or not?

e Currently analysing draft EU Guidelines




Data Exchange MARCs / PSAPs

Current situation

Alarm verification Telephone Aniarll?égue Alarm _ — _\ ) = —h 5 Mk
in MARC call to PSAP exchange response i;i"_mik ,

Response time 2-5min.



Data Exchange MARCs / PSAPs

Current situation

Alarm verification Telephone Aniart?ggue Alarm ‘_"_ I~ \
in MARC call to PSAP response -
exchange "7 -} -

Response time 2-5min.

Situation with Joint Digital Alarm Dispatch
Protocols

Alarm verification in Digital alarm Alarm response
MARC dispatch i

Response time <1min.

CoESS recommends to address this shortcoming in the upcoming EU Critical
Communication Systems Regulation.



What
Collaboration
Enables
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Good Practice n° 1 — Seaport fighting criminal infiltration
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From Patchwork to System



Sta ndards
Link between

|
= legislation and
' oeratlonal excellence
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Mindset

Transactional = . Trusted partnership

Preparedness

* Systemic resilience

Incident-driven response

Fragmentation *

Silos

Partnership



Political courage
|
Procurement laws Quality over cost

Strong PPP frameworks Intelligence-sharing

Effective communication channels Integration of dig
and technologica

Success -
Factors



Public-private collaboration is
@ [ry@ not a soft option.

It is a strategic imperative.

Protecting not just
infrastructure, but trust.




Let’s build trust
before it is tested.
Let’s shape resilience
before we need it.

SECURITY

WHITE PAPER

Shaping the Future of Critical Infrastructure Security
and Resilience through Public-Private Collaboration

Follow me / us on LinkedIn
Catherine Piana, CoESS
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